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1. Demo Video

Link to demo video:
https://drive.google.com/drive/folders/1C9A8 GIPSPmMbR2rXQox2W3BmfOV|TdE-



https://drive.google.com/drive/folders/1C9A8_GIPSPmbR2rXQox2W3Bmf0VjTdE-

2. Status Report

1. Introduction: Description of your service.

Our cloud-based application NFL FanZone is built and designed for NFL fans' casual interaction and
NFL-related information lookup. It offers three features that will enhance fans’ NFL experience:

1. NFL searching: fans can find information (eg. player stats, player basic information.) in
HTML format or JSON format regarding their favorite players. The microservice also has
operations to add/modify/delete players.

2. Team management: management personnel with different clearance levels can modify
team/player information to keep fans updated.

Users can access general information about coaches, as well as the team that they coach.
Users can use the management person’s information with their id.

3. Fan post-game reviews forum: fans can share their insights and comments on the games
they watched with other fans in our interactive forum.



2. Personas and Roles: Potential Users and Roles in your service.

There are two personas in our application.
e Users: This persona makes up the bulk of accounts registered with our microservices.
They’re the fans of NFL teams.
¢ Management personnel: These are a minority of accounts registered with our
microservices. There are three possible sub-roles for this persona.
o General manager
o Head coach
o Assistant coaches

3. Key Features: Main features of your application

e Afan can:
o Look up information using NFL searching.
o Post reactions/comments regarding games. (requires registration)
o Reply to other people’s posts/comments. (requires registration)
o Rate teams/players/games. (requires registration)
e A general manager can:
o Change players’ salary information.
o Make transactions of players - trading, adding, and dropping players. (Must be in
agreement with the head coach)
e A head coach can:
o Set the game/season roster and depth charts (who will start each game, who is a
backup, who is on the bench)
o Reports player injury status (out, doubtful, active)
e An assistant coach can:
o input and update player stats (insert and delete information within the Player and
Team Statistics Query database using a microservice)



4. Domain Model Diagram

Here’s a visualization of our data in our microservices. We’ve indicated what microservice each

model belongs to by surrounding the models in the same box.
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5. Resource Paths

Here are the API Paths for our application for each of the three microservices:
e OpenAPI documentation:
o /api/docs
e Users:
o /apilusers
o /apilusers/{user_id}/
e Posts:

o /api/posts/{user_id}/{post_id}
/api/posts/author/{user_id}/{post_id}
/api/posts/all
[api/posts/create/{user_id}/{post_id}
/api/posts/edit/{user_id}/{post_id}

o /api/posts/delete/{user_id}/{post_id}
e Players:

o /api/players

o /api/players/{player-id}

o [api/players/{player-id}/stat

o /api/players/{player-id}/news

O O O O

o /api/stats

o /api/stats/{stat-id}/

o [api/stats/{stat-id}/player
e Team:

o /api/lteam/graphql
e Managements:
/api/v1/{table_name}/{item_id}/info
/api/v1/{table_name}
/api/{table_name}
/api/{table_name}/{item_id} (PUT operation)
/api/{table_name}/{item_id} (DELETE operation)

O O O O O



6. Logical View

Here’s a high-level visualization of how each microservice will be deployed and functioning.
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7. Physical View

Here’s how each microservice instance will be deployed on the Cloud Infrastructure.
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8. Your Codebase

Linked to repositories for each microservice and GitHub Project Board.

Microservice Github Repo Link

Microservice 1 on EC2 - NFL searching https://github.com/ICAcap/NFLsearching.qit

query:

Microservice 2 (Team Management) on https://github.com/darieloespinal/Team-Management

GCP App Engine

Microservice 3 (Post/Review) Docker on https://github.com/harry881218/microservice_post/tree/master
EC2

S3 Frontend https://github.com/linhtbui/NFLApplicationReact
Aggregator Service: https://github.com/Beza4598/NFLCompositeSvc
Pub/Sub Lambda function: https://qithub.com/cjd2186/Pub-Sub

Infrastructure as a service https://qithub.com/harry881218/laaS_terraform
Project Board: https://github.com/users/cjd2186/projects/1/views/4

9. Links to your deployment

Links to your Frontend deployed on S3 and 3 microservices on different cloud services.
S3: Front end for SSO
e Console:https://s3.console.aws.amazon.com/s3/buckets/nflapplicationcloudcomputing?region
=us-east-2&tab=objects#
e Frontend deployment:

http://nflapplicationcloudcomputing.s3-website.us-east-2.amazonaws.com/


https://github.com/ICAcap/NFLsearching.git
https://github.com/darieloespinal/Team-Management
https://github.com/harry881218/microservice_post/tree/master
https://github.com/linhtbui/NFLApplicationReact
https://github.com/Beza4598/NFLCompositeSvc
https://github.com/cjd2186/Pub-Sub
https://github.com/harry881218/IaaS_terraform
https://github.com/users/cjd2186/projects/1/views/4
https://s3.console.aws.amazon.com/s3/buckets/nflapplicationcloudcomputing?region=us-east-2&tab=objects#
https://s3.console.aws.amazon.com/s3/buckets/nflapplicationcloudcomputing?region=us-east-2&tab=objects#
http://nflapplicationcloudcomputing.s3-website.us-east-2.amazonaws.com/

25 s3.console.aws.amazon.com/s3/buckets/nflapplicationcloudcomputing?region=us-east-2&tab=objects# bx¢ (2 b} o

Q Search [Option+S; @ paN (0] (O] Global ¥

Amazon S3 X AmazonS3 > Buckets > nflapplicationcloudcomputing

Buckets nflapplicationcloudcomputing =D

Access Grants New

Access Points Objects Properties Permissions Metrics Management Access Points
Object Lambda Access Points
Multi-Region Access Points

Batch Operations Objects (8) info

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly

IAM Access Analyzer for S3
grant them permissions. Learn more [4

l Actions ¥ ‘ l Create folder ‘ A Upload
Block Public Access settings for
this account Q Find objects by prefix ‘ 1 ©
¥ Storage Lens
(] Name a | Type v | Last modified v | size v | Storage class v

Dashboards

Storage Lens groups (] (] t- ifest. j November 26, 2023, 517.0B Standard
asset-manifest.json json £ andar
! ! 21:22:05 (UTC-05:00)
AWS Organizations settings
November 26, 2023,
O D favicon.ico ico 3.8KB Standard
21:22:05 (UTC-05:00)

' November 26, 2023,
Feature spotlight @) O @ indexhtml html ovember 64408 Standard
21:22:06 (UTC-05:00)
November 26, 2023,
» AWS Marketplace for 53 O D togo1szpng png 21:22:06 (UTC-05:00) 52KB  Standard

) D L 512 November 26, 2023, 9.4 KB Standard
0go. .pn n .4 -andar
goz12png P9 21:22:07 (UTC-05:00)

. . November 26, 2023,
@ manifest.json json 492.0B Standard
21:22:07 (UTC-05:00)

Novamhar 26 2022

Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more (4 DISVISSIN START FREE
= Go g]e Cloud NFL Cloud ¥ [ Search (/) for resources, docs, products, and more Q_ search = & ﬂ @ : G

API APIs & Services & Client ID for Web application W DELETE

«f»  Enabled APIs & services

Additional information

- Name *

i Library NFL Cloud Computing Login
o Credentials The name of your OAuth 2.0 client. This name is only used to identify the client in the Client ID 186586455612
console and will not be shown to end users. olp1u8reqggiavphumi20rhh0ihOcgvb.apps.googleusercontent
com
¥ OAuth consent screen 5
The domains of the URIs you add below will be automatically added to Creation date November 26,2023 at 2:59:51 PM GMT-5
=& Page usage agreements your OAuth consent screen as authorized domains (2.
Client secrets
. . . If you are in the process of changing client secrets, you can manually rotate them without
Authorized JavaScript origins @ downtime. Learn more 2
For use with requests from a browser
Client secret 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 o ¥
-~ URIs1* N .
Creation date November 26, 2023 at 2:59:51 PM GMT-5
http: 3-website.us-east-2 com
Ris2s 3 Status @ Enabled
http://localhost
(URIs3* + ADD SECRET
http://localhost:3000
URIs 4 *
http:, I i 3-website.us-east- com:8t
<+ ADD URI

Authorized redirect URIs @

<l For use with requests from a web server

API gateway: Wrapper for our EC2 service with authentication & authorization
e AWS API Gateway:
https://us-east-1.console.aws.amazon.com/apigateway/main/develop/routes?api=nxyk7pmix6

&authorizer=user%20rg3hrg&integration=md0Ovb1h&region=us-east-1&routes=exslre7



https://us-east-1.console.aws.amazon.com/apigateway/main/develop/routes?api=nxyk7pmix6&authorizer=user%20rq3hrq&integration=md0vb1h&region=us-east-1&routes=exslre7
https://us-east-1.console.aws.amazon.com/apigateway/main/develop/routes?api=nxyk7pmix6&authorizer=user%20rq3hrq&integration=md0vb1h&region=us-east-1&routes=exslre7

e Cognito:
https://us-east-1.console.aws.amazon.com/cognito/v2/idp/user-pools/us-east-1 xORaBm8xc/

users?region=us-east-1
e API Gateway Deployment: https://nxyk7pmix6.execute-api.us-east-1.amazonaws.com/dev

23 us-east-1.console.aws.amazon.com/cognito/v2/idp/user-pools/us-east-1_xORaBm8xc/users?region=us-east-1 Y [ In) n }
ervices | Q Search Opt 3 L ® & N. Virginia ¥
. ’ ®
Amazon Cognito X Amazon Cognito » User pools >
[C]

" adminnflcloud
ser pools

Identity pools

User pool overview

User pool name ARN Created time

adminnflcloud arn:aws:cognito-idp:us-east-1:242561756779:u December 21, 2023 at 14:49 EST
serpool/us-east-1_xORaBm8xc

User pool ID Last updated time

us-east-1_xORaBm8xc Estimated number of users December 21, 2023 at 16:09 EST
3

» Getting started
Users Groups Sign-in experience Sign-up experience Messaging App integration User pool properties

Users (3) info

Property: | User name v ‘ ‘Q Search users by attribute ‘ 1 @

View, edit, and create users in your user pool. Users that are enabled and confirmed can sign in to your user pool.

User name ‘ Email address Email verified ‘ Confirmation status ‘ Status

(@) 2ffa7674-2b08-42ae-b8... cjd2186@columbia.edu Yes @ Enabled

O 3790d1e2-0462-42fd-a... [tb2128@columbia.edu Yes @ Enabled


https://us-east-1.console.aws.amazon.com/cognito/v2/idp/user-pools/us-east-1_x0RaBm8xc/users?region=us-east-1
https://us-east-1.console.aws.amazon.com/cognito/v2/idp/user-pools/us-east-1_x0RaBm8xc/users?region=us-east-1
https://nxyk7pmix6.execute-api.us-east-1.amazonaws.com/dev

us-east-1.console.aws.amazon.com/apigateway/main/develop/routes?api=nxyk7pmix6&authorizer=user%20rq3hrq&region=us-east-1&routes=8mi‘jur Y [ D

[Option+S] ] PN (6} (o)) N. Virginia ¥

API Gateway @ Introducing the new API Gateway console experience
We've redesigned the API Gateway console for REST APIs and WebSocket APIs. Continue to use the new console and let us know what you think.

APIs

APl Gateway » APIs ) Routes - NFLCloudSearching (nxyk7pmix6)

Custom domain names

VPC links Routes oepley

API: NFLCloudSearchi... Routes for NFLCloudSearching Route details
(nxyk7pmix6)

ANY /{proxy+} (ID: 8mi1jur)

¥ Develop ‘ Q Search ‘ Authorization
Routes Authorizers protect your APl against unauthorized requests. Routes with no authorization attached are open.
Authorization v /{proxy+} No authorizer attached to this route.
Integrations | ANY | Integration
CORS POST The integration is the backend resource that this route calls when it receives a request.
Reimport DELETE mdOvb1h
Export GET
PUT
¥ Deploy
Stages
¥ Monitor
Metrics
Logging
¥ Protect
Throttling

23 us-east-1.console.aws.amazon.com/apigateway/main/develop/auth/att: nxyk7pmix6&authorizer=user%20rq3hrq&region=us-east-1&route: slre’ D a

Q Ssearch [Option+S]

API Gateway @ Introducing the new API Gateway console experience
We've redesigned the API Gateway console for REST APIs and WebSocket APIs. Continue to use the new console and let us know what you think.

APIs

APl Gateway > APIs > NFLCloudSearching (nxyk7pmix6) » Authorization

Custom domain names

VPC links Authorization oeploy

API: NFLCloudSearchi... Attach authorizers to routes Manage authorizers
(nxyk7pmix6)

Routes for NFLCloudSearching Authorizer for route POST /{proxy+} | Detach authorizer ‘ ‘ Edit authorizer
¥ Develop
Routes Q Search
Authorization Authorizer name Authorizer type Authorizer ID
. newauth JWT rq3hrq
Integrations v /{proxy+}
CORS ANY Identity source
Reil + When this authorizer is invoked, API Gateway will use this selection expression to determine the source of the token
Export $request.header.Authorization
GET Issuer
¥ Deploy The issuer URI of the Identity Provider
PUT @l
Stages - https://cognito-idp.us-east-1 com/ t-1_x0
¥ Monitor Audience
The audience associated with this authorizer
Metrics
Logging * 930871sffo73qsgquhbv74n05
¥ Protect
Throttling

Authorization scopes




c 25 us-east-1.console.aws.amazon.com/apigateway/main/develop/integrations/attach?api=nxyk7pmix6&authorizer=user%20rq3hrq&integration=mdOvb1h&region=u... Y [7 D a

aWs % services | Q Search o s L4 @ &  NVignav

API Gateway X @ Introducing the new APl Gateway console experience ®
We've redesigned the API Gateway console for REST APIs and WebSocket APIs. Continue to use the new console and let us know what you think.

APIs

APl Gateway > APIs > NFLCloudSearching (nxyk7pmix6) » Integrations

Custom domain names

VPClinks Integratlons Deploy
API: NFLCloudSearchi... Attach integrations to routes Manage integrations
(nxyk7pmix6)
Routes for NFLCloudSearching Integration details for route Detach integration Manage integration
¥ Develop
POST /{proxy+} (exslre7)
Routes Q Search
Authorization HTTP URI Integration ID

ANY http://ec2-18-191-163-34.us-east- mdOvb1h
2.compute.amazonaws.com:8000/{proxy}

Integrations v /{proxy+}

CORS ANY
Reimport POST Description
Export DELETE :
v Deploy GET Timeout
PUT

The number of milliseconds that API Gateway should wait for a response from the integration before timing out.
Stages HTTP ANY
30000
¥ Monitor
Metrics
Logging Request parameter mapping Response parameter mappings
Not configured Not configured
¥ Protect
Throttling

3. Entire Code Zip

Google drive link to zip file:

rive/fol



https://drive.google.com/drive/folders/1wkgbr06B2DrLyduzDghACx3fgwbCKi5t?usp=drive_link

New Technologies Since Sprint 2:

e Middleware

43 v async def log_request_and_response_details(request: Request, call_next):

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
(31

method_name = request.method
path = request.url.path

# Log incoming request details

with open("log.txt", mode="a") as log:
content = f"Incoming Request - Method: {method_name}, Path: {path}, Received at: {datetime.now()}\n"
log.write(content)

# Process the request
response = await call_next(request)

# Log outgoing response details

with open("log.txt", mode="a") as log:
content = f"Outgoing Response - Method: {method_name}, Path: {path}, Status Code: {response.status_code}, Sent at: {dat{
log.write(content)

return response

62 API_KEY = os.getenv("ADMIN_KEY")

63

64 # Second Middleware: API key authentication; adds a new persona
65 @app.middleware("http")
v async def api_key_authentication(request: Request, call_next):

67
68
(3]
70

jincoming

api_key = request.headers.get("X-Api-Key")
if api_key != API_KEY:
raise HTTPException(status_code=401, detail="Unauthorized: Invalid API Key")

response = await call_next(request)
return response

Request - Method: GET, Path: /docs, Received at: 2023-12-21 22:58:29.500360

Response - Method: GET, Path: /docs, Status Code: 200, Sent at: 2023-12-21 22:58:29.500676

Request - Method: GET, Path: /openapi.json, Received at: 2023-12-21 22:58:29.577588

Response - Method: GET, Path: /openapi.json, Status Code: 200, Sent at: 2023-12-21 22:58:29.585308
Request - Method: GET, Path: /players/4/stat, Received at: 2023-12-21 22:58:37.289431

Response - Method: GET, Path: /players/4/stat, Status Code: 200, Sent at: 2023-12-21 22:58:37.302946

Request - Method: GET, Path: /players/5/stat, Received at: 2023-12-21 22:58:42.272839

Response - Method: GET, Path: /players/5/stat, Status Code: 200, Sent at: 2023-12-21 22:58:42.278572
Request - Method: POST, Path: /players, Received at: 2023-12-21 22:58:55.924868

Response - Method: POST, Path: /players, Status Code: 200, Sent at: 2023-12-21 22:58:56.263095

Request - Method: PUT, Path: /players/modify/4, Received at: 2023-12-21 22:59:16.778243

Response - Method: PUT, Path: /players/modify/4, Status Code: 200, Sent at: 2023-12-21 22:59:16.792836




o Bezad598 / NFLCompositeSvec &

Code ) Issues I Pullrequests (») Actions [ Projects Security |+~ Insights 3 Settings

@ Merge pull request #2 from Beza4598/ci/cd #2

2

Re-run all jobs
() Summary

P Beza4598 pushed - dac70bs Success

@ Deploy to EC2 on master branch ...

Run de test_deploy.yaml
ush
Usage

) Workflow file

© Deploy to EC2 on master b...

Annotations

ploy to EC2 on master branch push

)1lowing actions u:

Files test_deploy.yaml

View Runs
master D Bezaasos

History

Code  Blame

% Code 55% faster with GitHub Copilot
github/workflows

test_deploy.yaml

W _pycache_
README.md
composite_sve.py
composite_svc_sync.py

requirements.txt

deploy:

tests.py name: Deploy to EC2 on master branch push
on: ubuntu-latest

Checkout the files
: actions/checkout@v2

Set up Python
tions/setup-python@v2
with:

python-y : 13,9

- name: Install dependen
run: |
python3 -m pip install —upgrade pip
pip install -r requirements. txt

: Run unit tests
python3 -m unittest tests.py

: Deploy to Server 1
easingthemes/ssh-deploy@nain
env
SSH_PRIVATE_KEY: ${{ secrets.EC2_SSH_KEY }}
REMOTE_HOST: ${{ secrets.HOST_DNS }}
REMOTE_USER: ${{ secrets.USERNAME }}
TARGET: ${{ secrets.TARGET_DIR }}




Infrastructure As Code

main.tf

1

terraform {
required_providers {
aws =
source = "hashicorp/aws"
version = "~> 4.16"

required_version = ">= 1.2.0"

}

provider "aws" {
region = "us-east-2"

}

resource "aws_instance" "app_server" {
ami = "ami-@37358fd4ec7033a4"
instance_type = "t2.micro"

tags = {
Name =

"ExampleAppServerInstance"




e GraphQL

Graph[QL I}mmny | HlsloryJ

1 # Welcome to GraphiQL

2 ¥

3 | # GraphiQL is an in-browser tool for writing, validating, and

4  # testing GraphQL queries.

5

6  # Type queries into this side of the screen, and you will see intelligent
7 & typeaheads aware of the current GraphQL type schema and live syntax and
8 # validation errors highlighted within the text.

9 |#

18  # GraphQL gqueries typically start with a "{" character. Lines that starts
11 # with a # are ignored.

12 &

13  # An example GraphQL query might look like:

14 @

15 #

16 # field(arg: "value") {

17 ¥ subField

18 | # }

19 # }

0 W

21  # Keyboard shortcuts:

22 8

23 # Prettify Query: Shift-Ctrl-P (or press the prettify button above)
24 #

25 # Run Query: Ctrl-Enter (or press the play button above)

26

27 # Auto Complete: Ctrl-Space (or just start typing)

28

29+ query C {

3@v  teamByMascotType{mascotType: “human”) {

n id

32 name

33 city

24 mascot

35 foundYear

36 mascotType

37

38 |}

39

“data": {
“teamByMascotType”: [
{

1dr: "a",

"name”: “New England Patriots®,
"city™: “Fexborough”,

“Pat Patriot”,

SR REhE

"name": "Green Bay Packers”,
“city™: "Green Bay",
"mascot”: “Packers”,
"foundYear™: 1919,
"mascotType™: “human™

s
: “Dallas Cowboys™,
“city”: “Dallas™,
"mascot”: “Rowdy™,
"foundYear™: 196@,
"mascotType™: "human"

»

{

s
i "Pittsburgh Steelers™,
"edty™: "Pittsburgh”,
"mascot™: "Steely McBeam™,
"foundYear
"mascotType”

“idn: “e*,
: "San Francisco 49ers™,
"San Francisco”,
“Sourdough Sam",

“foundYear

£ Docs




